
High-Assurance Machine 
Learning for Cybersecurity

Brian Matejek



About Me
• Daniel and I were lab mates during our PhDs researching connectomics. 
• We worked on numerous projects together on compression, computer vision, and 

visualization. 
• Here we are celebrating a well-earned break with our lab mate Fritz after a paper 

submission to MICCAI in 2017. 



About Me
• After completing my PhD, I did some freelance consulting while deciding what I 

wanted to do for a career. 
• After a half year, I decided to join SRI International researching various topics in 

machine learning and artificial intelligence, currently with focus on applications 
to cybersecurity and quantum-inspired computing. 



About SRI International
• Formed as the Stanford Research Institute after WW2, SRI International is a non-

profit research institute primarily supporting the United States defense, 
intelligence, and health communities.
• In the last 75+ years, SRI has researched and contributed to a wide range of 

government and commercial ventures. 
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About SRI International
• Despite our primary focus on research, SRI encourages inventors to pursue 

business ventures on their research ideas. 
• Siri, Apple’s AI Assistant, was created by SRI International during the DARPA CALO 

(Cognitive Assistant that Learns and Organizes) program.
• Apple acquired the company in 2010.
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Packet-Level Network Traffic



Network Traffic
• At a high-level, traffic on a network consists of many small packets that in 

sequence create a stream of information. 
• These packets follow various established protocols such as IPv4 and TCP/UDP at 

the application layer.
• Packets typically contain a short header with relevant information for the receiver 

followed by the actual raw (encrypted or unencrypted) payload content.
• We focus on learning the differences between malicious (attack) and benign 

payload content.



Generating Network Traffic
• Generating data can be tricky, particularly in cybersecurity where privacy concerns 

are paramount. 
• Various datasets exist that simulates network traffic between a victim network and 

an attack one.

Sharafaldin et al., Towards Generating a New Intrusion Detection Dataset and Intrusion Traffic Characterization, ICISSP 2018.  



Header Context
• Machine learning models can learn complex 

mappings from inputs to outputs. 
• However, if available, the models will sooner 

converge to a simple mapping.
• The network traffic datasets use set IP 

addresses for the attack packets. 



Benign Traffic
• Our benign traffic consists of normal day-to-day activities such as checking emails, 

reading the news, or watching streaming services.



Attack Traffic
• Our attack data consists of various attempts to infiltrate or otherwise interrupt a 

victim network. 



Neural Architectures



Neural Architectures





Fully-Connected Neural Networks (FNN)
• Fully-connected neural networks connect neurons from each layer to all neurons 

in the following layer. 
• This works great for unordered tabular data to enable interactions between all input fields.





Convolutional Neural Networks (CNN)
• CNNs work exceptionally well on data with a high-level of local structure. 
• For example, nearby pixels in an image are generally correlated with one another.

• In a CNN, convolution operations take a weighted average of nearby elements to 
pass on to the deeper layers of the network.

Image from https://anhreynolds.com/blogs/cnn.html.



Convolutional Neural Networks (CNN)
• This can make CNNs more efficient than FNNs on images as you can ignore long 

range interactions between pixels on opposite sides of the image, or words in a 
sentence.



Vaswani et al., Attention is All You Need, NeurIPS 2017.  



Transformer Neural Networks
• Transformers architectures employ a ”self-attention” mechanism that enables the 

model to identify the most significant parts of the input.
• This attention mechanism provides the context of every element in the input to every other 

element.



Transformer Neural Networks

The animal didn’t cross the street 
because it was too wide, so it waited.



ChatGPT
• ChatGPT (generative pretrained 
transformer) is a large language model 
based on the transformer architecture. 
• Transformers have taken AI (and the world) 

by storm for their ability to generate human-
like text and images.



Coding Neural Networks
• The two main frameworks for implementing neural networks are PyTorch and 

TensorFlow. 
• Keras is a high-level API that sits on top of PyTorch and TensorFlow to enable faster 

prototyping at the expense of customizability.
• There is no correct choice for framework, and for those interested it is probably 

best to become “fluent” in one and “conversational” in the other.



PyTorch versus TensorFlow
• Historically, industry favors TensorFlow and research favors PyTorch.
• TensorFlow has more publicly available model weights.
• It is easier to create custom architectures and loss functions in PyTorch.

• It is unclear how this will change over the next few years, although it is hard to 
see TensorFlow overtaking PyTorch in academia. 



PyTorch versus TensorFlow



Machine Learning Has Solved Cybersecurity!
• Across the board, our neural networks classify both malicious and benign packets  

with exceptionally high accuracy 



Not so fast…
• Although network protocols are slow to evolve, internet best-practices change 

leading to changing payload structures. 



Not so fast…
• Geographic diversity increases as more of the world goes online. 
• Distribution of typed languages changes; training on one language does not 

necessarily correspond to results in another.



Not so fast…
• New types of traffic appear with novel methods for encryption.
• After March 2020, teleconferencing traffic soared compared to others. 



Not so fast…
• Novel attacks appear every day, and neural networks fail to generalize to these 

exploits and label them as benign.



Novel Inputs in Computer Vision
• In computer vision, novel inputs can take many forms such as airplanes to models 

trained to differentiate boats and cars. 
• In the worst case, a self driving car trained on simulated roads may not have seen 

bikers or pedestrians. 



Concept Drift in Computer Vision
• A self driving car that only trained on sunny or moderate rain conditions will not 

be able to operate in heavy rain or snowy conditions.

Light Rain Moderate Rain High Rain



Overconfidence on Novel Inputs
• If neural networks produced low certainty scores on these novel inputs, we could 

just threshold on this confidence and detect these troublesome inputs. 
• Unfortunately, though, networks are extremely confident on their incorrect 

predictions on the novel, or “out-of-distribution”, data!



Model Safeguards



Generative Models
• Generative models model the distribution of a given dataset.  
• We can either learn these distributions using neural networks or model them 

with existing approaches from mathematics and statistics. 
• We can use these models to determine if our input is “in-distribution” or ”out-of-

distribution” (i.e., novel inputs, zero-day exploits, new web traffic, etc.).

Image from https://github.com/janosh/tikz.



Feature Extraction
• We extract intermediate features (i.e., the outputs from certain layers) for 

modeling the distributions of the in-distribution data. 



Why Intermediate Features?
• A first question is ”why model the intermediate features and not the payloads 

themselves?”
• We’ve found that these latent representations are more easily separable between 

different types of classes. 



Why Generative Models at All?
• Our dual approach of having a generative 

model overseeing a discriminative classifier 
comes from the ”predictive coding” theory 
of mind from neuroscience.
• In this theory, humans have learned certain 

classifiers to distinguish differences 
between animals, things, etc. 
• At a higher level, humans continually create 

(generate) a model of their environment 
based on what they have seen.
• A novel input generates a surprise that 

causes one to dismiss the results of the 
lower-level classifier.



Results



Identifying Potential Zero-day Exploits
• With high accuracy we can detect novel packets from zero-day exploits with our 

model safeguard. 



Identifying Concept Drift
• We can also alert cybersecurity operators to potential changes in network traffic.
• Multiple types of safeguards perform similarly well, allowing users to choose 

methods based on computational considerations.   



Why Not Exclusively Use Transformers?
• Transformers outperform CNNs and FNNs on in-distribution accuracy and the 

ability for us to learn the feature representations for out-of-distribution detection.
• However, these successes come at a high computational cost. 
• A real-world system should differentiate traffic based on importance of potential 

target and decide on the appropriate ML model to use. 
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Algorithmic Fairness
• Biases in the training data will cause ML models to exhibit the same biases. 
• There are moral and can even be legal implications to using a biased ML system.

Reagan, Understanding Bias and Fairness in AI Systems, Towards Data Science 2021



Trojan Attacks
• With the cost of generating training data, many people rely on published neural 

network weights from outside sources. 
• However, malicious agents can introduce Trojan backdoors to the the models.
• These Trojans cause the model to misclassify otherwise trivial inputs. 

Li et al., Invisible Backdoor Attack with Sample-Specific Triggers, ICCV 2021



Large Language Model Hallucinations
• While impressive, large language models often hallucinate and produce factually 

incorrect statements.
• These models ingested nearly the entire internet during training, but do not have 

a knowledge base to draw on. 



Thank You!



Questions?


