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Network Intrusion Detection Systems
§ Network intrusion detection systems (NIDS) monitor network traffic to identify 

potentially malicious or anomalous activity.
§ Increasingly, these systems have relied on machine learning to increase detection 

speed and reduce the cognitive load on cybersecurity operators. 

Image from Sharafaldin et al., 2018.



Machine Learning for Intrusion Detection
§ A significant amount of existing literature on machine learning for NIDS focuses on 

hand-engineered features at the flow-level.
§ These features might include information on the average payload length, the number 

of forward and backwards TCP packets with certain flags, or the flow duration.
§ The flow features can either serve as input into a classical ML model such as random 

forest, or into deep learning models such as a fully-connected neural network or 
convolutional neural network.

Image from Kim et al., 2019.



Packet-Level versus Flow-Level Detection
§ We focus on packet-level detection of malicious activity. 
§ There are two main benefits for analyzing traffic at the packet-level:

§ First, the configuration of flow capture devices varies across different networks and operators, 
creating difficultly in constructing an ML solution that works across a wide range of networks.

§ Second, flow-level detection is inherently retroactive. The flow must complete before inference can 
occur.

§ Existing tools and libraries such as tcpdump and libpcap allow for the capture of all 
network traffic at the packet-level and work across a wide range of operating systems.

Image from https://www.tcpdump.org/.



Out-of-Distribution Inputs
§ Machine learning models perform exceptionally well when inferring on samples 

within the training distribution. 
§ However, these networks fail to generalize on novel inputs that fall outside the 

training distribution.
§ Worse still, these networks are often over-confident on these inputs.



Out-of-Distribution in Cybersecurity
§ We consider two sources of out-of-distribution (OOD) data in network traffic.
§ Zero-day attacks refer to novel exploits previously unseen. 

§ These attacks cannot, by definition, appear in the training data. 
§ Concept drift refers to evolving network traffic as the structure of networks and nature 

of activity change.
§ For example, a surge in teleconferencing activity since March 2020, a shift to encrypted protocols, 

or increased connections to Internet-of-Things devices. 



Proposed Framework
§ We propose a network intrusion detection model with a model safeguard that ingests 

the raw payloads from network traffic to predict benign or malicious activity.
§ The model safeguard provides a confidence score for the discriminative classifier to 

detect OOD inputs such as zero-day attacks and shifting distributions of traffic.
§ Samples with a low confidence score from the model safeguard require further (human) 

investigation.



Methodology





Flow-Level Datasets
§ We repurpose existing flow-level datasets such as UNSW-NB15 and CIC-IDS-2017.
§ These academic datasets typically have victim and attack computers with set IP 

addresses and monitor traffic through a single point of entry. 
§ The attack network uses several different exploits over the course of a few days or 

weeks. 

Image from Sharafaldin et al., 2018.





Packet-Level Datasets
§ We convert the existing flow-level datasets into packet-level ones by enumerating all 

TCP and UDP packets in the PCAP files and assigning them category labels.
§ Since many flow capture systems are bidirectional, for each packet we extract its five—

tuple and its reciprocal:
(src_ip, src_port, dest_ip, dest_port, protocol) AND (dest_ip, dest_port, src_ip, src_port, protocol)

§ We identify candidate flows based on these keys and narrow our selection based on 
timing information.
§ Many academic datasets reuse IP addresses and ports for multiple flows; thus, timing information 

is critical for proper labeling. 
§ N.B.: The packets often have finer precision in their timestamps than the captured flows, so one 

must be careful to identify the correct flow.



Payload Processing
§ We truncate payloads to 1500 bytes to match the typical maximum transmission of 

ethernet networks. 
§ Payloads with fewer than 1500 bytes are zero padded. 





Header Features
§ We cannot simply provide the entire 

header to our neural network as the model 
would learn a trivial mapping from the 
input space to the packet label.
§ For example, network intrusion detection 

datasets use set IP addresses for the attack and 
victim computers. 

§ We include Total Length form IPv4 header, 
modified Source Port and Destination Port 
from TCP and UDP headers, and the values 
of eight flags in TCP: CWR, ECE, URG, ACK, 
PSH, RST, SYN, and FIN.



Source and Destination Port Features
§ We create a binary vector to encode source and destination port information based on 

existing protocols and port groupings. 
§ This is not a one-hot-encoding as certain port numbers fall in two bins (e.g., port 8080 

for HTTP and Registered Ports).
§ We need to group in this manner to avoid learning the dataset configuration instead 

of the signal in the payloads themselves. 





DNNs For Packet Classification
§ We use an encoder-only transformer 

network for the binary malicious/benign 
packet classification task.

§ We stack two transformer blocks with an 
embedding size of 384 and six self-
attention heads for 64-dimensional key, 
value, and query vectors.

§ We use mean pooling to convert the 
output from the last transformer block 
into a sentence or “payload” embedding.

§ After concatenating the header features to 
the embedding, we have three fully-
connected with 256, 128, and 64 
neurons.

Schematic for transformer module from Vaswani et al., 2017.



Custom Tokenization
§ We create a custom, simple tokenization 

strategy to convert the payloads into 
tokens for input.

§ Each unique byte from 0 to 255 receives 
that corresponding token value.
§ We have a vocabular size of 256 words.

§ We have found that existing tokenization 
strategies tuned for natural languages 
provide sub-optimal results on the high 
entropy inputs of the packet-level data.

Schematic for transformer module from Vaswani et al., 2017.



Fully-Connected Layers
§ We use leaky ReLU activations on the 

fully-connected layers with 𝛼 = 0.01, 
followed by batch normalization and 
dropout.

§ The final output layers use a softmax 
activation function.

Schematic for transformer module from Vaswani et al., 2017.





Zero-day Exploits (Novel Inputs)
§ Machine learning models generally perform well on in-distribution data and 

generalize poorly on out-of-distribution data.
§ Perhaps worse, these ML models are often over-confidant on out-of-distribution data 

making the output values (logits etc.) unreliable. 
§ We model the introduction of a novel exploit into the world by training models on all 

but one of the attack categories.
§ That is, one model may contain all benign and malicious training samples except for those 

corresponding to a Heartbleed attack.

=



Zero-day Exploits (Novel Inputs)
§ During inference, we provide all benign and malicious testing samples, including 

those from the excluded class.
§ Some attacks are similar in patterns to others, e.g., the various variants of distributed denial-of-

service exploits.
§ Others, however, represent truly novel activity and are incorrectly labeled benign with high 

confidence by our networks.

=





Distribution-Shifted Data 
§ Internet best-practices evolve over time such as the gradual shift from unencrypted to 

encrypted communications (e.g., HTTP to HTTPS). 
§ We model such concept drift by training on data from one year and inferring on data 

from another year.
§ The datasets we use reflect the rapid move from HTTP in 2015 to HTTPS by late 2017.





DNN Internal Features
§ We extract the outputs from the intermediate fully-connected layers from our 

discriminative classifier to feed as input into our generative model. 
§ This model safeguard learns the expected distributions of these extracted layers for 

data that comes from the same distribution as the training data.
§ Inputs that produce features outside of the expected distribution are flagged as out-

of-distribution, and thus our discriminative model’s prediction untrustworthy.



Why Use the DNN Internal Features?
§ The intermediate features better separate the classes than the payloads themselves.

§ t-SNE plots below show the separation in the feature space compared to the input (payload) space.
§ The final output layer is poorly calibrated with little differentiable between in-distribution 

and out-of-distribution examples.



Normalizing Flows
§ Normalizing flows use a series of bijective transformations to create a one-to-one 

mapping from a simple distribution, such as a multivariate Gaussian, to a complex 
one, such as the internal feature space of our discriminative classifier.  

§ We train class-conditional normalizing flows (i.e., one for benign payloads and one for 
malicious payloads).

§ We add a small amount of Gaussian noise to our extracted features 𝒩 (0, 0.05) to 
wash out non-informative features with small variances.

Figure from Lilian Weng: https://lilianweng.github.io/posts/2018-10-13-flow-models/.



Normalizing Flows
§ During training, we sample from z0 (multivariate Gaussian) and learn the 

intermediate zi to match x, the extracted features from our in-distribution training 
data.

§ During inference, we have x for all extracted features and can get the corresponding 
sample in z0 for each.

§ Since z0 is a simple distribution, we can generate relative likelihoods of each sample 
belonging to in-distribution data.

Figure from Lilian Weng: https://lilianweng.github.io/posts/2018-10-13-flow-models/.





Robust Decision Making
§ Our models work in tandem to produce a label for each packet as well as a confidence 

score. 
§ The discriminative model produces a binary label of benign or malicious.
§ The class-conditional generative models produce a confidence that the input to the 

discriminative model is in-distribution and therefore the discriminative model’s 
prediction trustworthy.

§ Inputs that deviate significantly from the learned distribution are flagged as out-of-
distribution and require further (human) analysis.



Experimental Setup
§ We use the CIC-IDS-2017 and UNSW-NB15 datasets for our experiments.
§ We create an equal balance of benign and malicious samples and randomly sample 

the data stratified by packet category to create ten training, validation, and testing 
splits.  

UNSW-NB15CIC-IDS-2017



Binary Classification Results
§ When inferring only in-distribution data, the discriminative classifier achieves 

exceptionally high accuracies. 
§ We note that the number of false positives is significantly lower than the number of 

false negatives (i.e., we are more likely to erroneously label a malicious packet as 
benign than vice versa). 



Modeling Zero-day Attacks
§ The in-distribution column shows the proportion of attack packets for a given attack 

category that are correctly classified by our discriminative model when included in 
the training distribution.

All rows correspond to the same trained models. Models were given the complete 
training data (i.e., benign data and all fourteen types of attacks).



Modeling Zero-day Attacks
§ The out-of-distribution column shows the proportion of attack packets for a given 

attack category that are correctly classified by our discriminative model when NOT 
included in the training distribution. 

Each row is a separately trained model where we omit one attack category from the data 
(i.e., model in DDoS row was not trained on DDoS packets).  



Modeling Zero-day Attacks
§ Note the significant drops in classification accuracy for these packets when removed 

from the training distribution!

When in-distribution, our model classifies 99.98% of SSH-Patator packets as malicious. 
When out-of-distribution, it classifies only 0.27% of SSH-Patator packets as malicious.



Modeling Concept Drift
§ We train our models on the CIC-IDS-2017 dataset and infer on the UNSW-NB15 one.

§ The UNSW-NB15 dataset has significantly less encrypted traffic than the CIC-IDS-2017 data as it 
typically uses the HTTP protocol instead of HTTPS.

§ Our discriminative classifier performs poorly on the UNSW-NB15 data, classifying 
most malicious traffic as benign and incorrectly classifying approximately 8% of 
benign traffic. 



Out-of-Distribution Metrics
§ We evaluate our method using two out-of-distribution metrics: area under the 

receiver operator characteristic curve (AU ROC) and true positive rate at a true 
negative rate of 95% (TPR (TNR 95%)). 

§ In both metrics, higher scores are better.



Detecting Out-of-Distribution Inputs
§ Our model safeguard achieves high AU ROC 

and TPR (TNR 95%) scores for each novel attack 
and the concept drift scenario.

§ We note slightly worse results on UNSW-NB15.
§ The discriminative classifier did slightly better on 

predicting benign samples despite the distribution 
shift. 

§ Thus, there may have been more overlap between the 
in-distribution and out-of-distribution samples.



Accounting for Real-World Data Imbalance
§ In real-world scenarios, the amount of benign network traffic far exceeds the amount 

of malicious network traffic.
§ Our previous results contain an equal number of benign and malicious packets 

during inference. 
§ With a heavy class imbalance of 46.8 benign packets to every 1 malicious one, our 

discriminative classifier’s accuracy increases to 99.63%.



Accounting for Real-World Data Imbalance
§ For the model safeguard evaluation, we have ratios of in-distribution to out-of-

distribution samples at 1623.9∶1, 1953.5∶1, and 645.8:1 for FTP-Patator, Infiltration, 
and SSH-Patator, respectively.

§ We still achieve high AU ROC scores, albeit with slight (expectedly so) performance 
degradation.



Conclusions
§ Transformer architectures can accurately predict benign packets from malicious ones 

when presented with payloads from the training distribution.
§ These models fail to generalize to OOD samples such as zero-day attacks or shifting 

distributions.
§ A model safeguard can model the distributions of internal features of the DNNs for in-

distribution data to provide a confidence score that operators can trust the DNN.



Computational Overhead
§ Our current transformer architecture adds significant computational overhead with an 

average throughput ~415 packets per second per GPU. 
§ Future designs could reduce the number of transformer blocks to one or reduce the embedding 

size.
§ The normalizing flows model safeguard has comparatively high throughput, 

processing ~24,000 – 31,000 packets per second per GPU, depending on the 
dimensionality of the extracted layer.



Practical Considerations
§ To reduce the overhead, we can use simpler ML models for the discriminative 

classifier. 
§ Similarly, we can use more traditional out-of-distribution detection methods instead 

of normalizing flows.
§ These other models have slightly worse results but with significantly less latency. 

Fully-Connected Neural Network Convolutional Neural Network



Practical Considerations
§ One could design the network intrusion detection system in such a way that 

connections to more critical devices use the more accurate but slower models whereas 
less critical, high throughput traffic use the less accurate but faster models.


