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A Section 3 - COMBART ALGORITHM

Here we provide the pseudocode of GreedyPeeling used in the COMBART Algo-
rithm.

Algorithm 1: GREEDYPEELING(G(V, E), M)

1 Initialize Vo =V,i = 1;
2 For each node v € V, count the number of motif M it participate in as
deg ((v);

3 while i < |V| do

4 u 4— arg minyevy; , deg,(u) (break tie arbitrarily);

5 Vi=Viii\y

6 For each node v € V; update deg,,(v) according to G[V];
7 11+ 1;

8 return V; € {\y,... Vjy|_1} such that maximizes TTE,VJ)
J

)

B Section 5.2 - Bitcoin trust networks

Figures 1(a),(b) visualize two anomalous subgraphs found in Bitcoin-OTC and
Bitcoin-Alpha respectively. In the Bitcoin-OTC trust network we contrast the
motif pair (11,9), while in the Bitcoin-Alpha trust network the motif pair (11, 4).
The motifs and their IDs are shown in Figure 2 in the main text. The choice of
the pairs was done according to the same methodology described in Section 5.2,
p.11, and is based on the z-scores, see Figure 1(f). In Figure 1(a) we detect a
set of nodes that is likely to be fraudsters/scammers; they vote for each other
positively, but the rest of the nodes in the graph gives them negative ratings.
The fraudster nodes are shown in a box (one node), and in the bottom half of
the visualization as indicated by the black line. Distrust edges are shown in red,
while trust edges are shown in green.

A similar pattern is found in Bitcoin-Alpha as shown in Figure 1(b). We
observe that two new accounts have been opened with only positive ratings
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from a set of fraudsters/scammers who have been distrusted by normal nodes
in the community. This behavior matches a well-known scheme where scammers
create multiple accounts to increase their own ratings and to reduce the ratings
of benign users, see [12]. Finally, Figures 1(c), (d) show the histogram of ratings
in the two detected subgraphs. The global histogram of ratings is similar between
the two graphs; the aggregated histogram of ratings is shown in Figure 1(e). The
difference between histograms in Figures 1(c), (d) and Figure 1(e) indicate that
the detected subgraphs are anomalous.

C Section 6, Motif Significance and Null Models

Before we describe our findings in Section C.2 for Q3 (as posed in Section 6 of
the main text), we provide an overview of random graph models, including the
seven models we use, in Section C.1.

C.1 Random graph models

Erdés, Rényi, and Gilbert introduced the notion of a random graph and set the
foundations of random graph theory with two closely related models G(n,m)
and G(n,p) [8,6]. For simplicity, we assume that the set of nodes is [n]. In
G(n,m), a graph is sampled uniformly at random among all labeled graphs with
m edges, whereas in G(n, p) each edge is included in the graph with probability

p, independently from every other edge. Under mild conditions, when p = (%)
2

the two models are asymptotically equivalent [8]. It is common to refer to these
models as Erdés- Rényi models. The G(n,p) model for undirected graphs has
a natural counterpart for directed graphs. Due to the simplicity of the model,
fitting an Erdds- Rényi to a given directed graph G with n nodes and m edges
corresponds to sampling from G(n,p = %) Exponential random graph
models generalize random binomial graphs [2].

A popular random graph model as a null model in assessing the significance
of motifs is the configuration model initially introduced by Bollobas [1]. Since
then, numerous variants of the configuration model have been produced, e.g.,
[14], all under the same name. This fact has generated some confusion; see the
work of Fosdick et al. [7] for a detailed discussion of the configuration model.

The Chung-Lu model is a simple, powerful variant of the configuration model
where an edge exists between any two vertices with probability proportional
to the product of their expected degrees [3,4]. In our experiments we use the
directed version of Chung-Lu that takes into account both the in- and out-degree
sequence of the input graph G. Specifically, let deg™ (v) and deg™ (v) be the in-
and out-degree of node v respectively. The model creates an arc u — v with
probability deg™ (u) - deg™ (v)/ Y, deg™ (k); it is clear that the model preserves
the degree sequences in expectation.

The edge-swap configuration model preserves the degrees in the following
way: starting from a graph with the correct degree sequence, we repeatedly ran-
domly sample two edges (u,v), (z,y) € E, replace them with edges (u,y), (z,v)
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Fig.1: Subgraphs found by MotifScope on (a) bitcoin-OTC, and (b) bitcoin-
Alpha networks by contrasting pairs (9,11) and (4,10) respectively. Negative and
positive rated edges are shown in red and green respectively. (c¢), (d) Histogram
of edge ratings in the two found induced subgraphs respectively. (e) Histogram
of edge ratings in the whole bitcoin-Alpha network. The rating histogram of
Bitcoin-OTC is similar. (f) z-score of motifs of order 3 in the Bitcoin-alpha
network.
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if they are not already in the graph. It has been proved that when the degree
sequence is not far from being regular, the Markov chain mixes rapidly and con-
verges to sampling uniformly at random among all graphs with a given degree
sequence [5, 11], but for skewed degree distributions that we typically observe in
reality we just repeat the process as many times as possible, given our compu-
tational resources.

We also use another variation of the configuration model in our experiments
for partially directed graphs [16]. The motivation behind this model is to capture
better reciprocal directed edges. Specifically, the model combines every two re-
ciprocal edges into one undirected edge in directed graph, and therefore assigns
each node v € V with three degrees: the undirected degree deg, (v), the in-degree
deg~ (v), and the out-degree deg™ (v). The model first generates undirected (i.e.,
bidirectional) edges based on undirected degrees using a configuration model,
e.g., the Chung-Lu model. Then directed non-reciprocal edges are generated
based on the directed Chung-Lu model.

We also use a variety of more recent models in our experiments. The stochas-
tic Kronecker model [13] fits a seed matrix to the input graph G as follows. We
use a 2 x 2 seed matrix S,

S = [CCLZ]wherea—i—b—i—c—i—dz1,a-b-c-d>0.

Each edge is generated according to the probability matrix P=5S® S®...® S
where ® denotes the Kronecker product operation. Several major properties of
the model are well understood [15]. Recently Koevering et al. proposed a new
model, the prescribed k-core model [17] for undirected graphs. The model is
based on a novel Markov chain that samples among all graphs with a given k-
core value. Although the model is not as well understood theoretically as older
models, it produces high-quality samples in numerous cases [17]. Unfortunately,
extending the model to the directed case is not straightforward, so in our ex-
periments we convert the directed graph into an undirected one. To obtain a
directed graph, once the model generates an undirected graph, for each edge
we independently sample whether it is bi-directional based on the probability of
having reciprocal edges in the original graph.

Finally, deep learning based graph models have recently been proposed, as
described in the comprehensive survey given by Guo and Zhao [10]. In our work
we use the popular GraphRNN model [18]. The key idea of GraphRNNs is to
leverage the power of recursive neural networks (RNNs) [9], by representing the
graph under different node orderings as different “time series”like sequences, and
then building models to predicting occurrences of edges. We adapt this model
to its directed counterpart by doubling the size of edge sequence in order to
represent the existence of edges in two directions, enabling GraphRNN training
and inference.
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C.2 Findings

To answer Q3, we assess the concentration using the variance divided by the
2
empirical mean (%) As we know from Chebyshev’s inequality,

Var(X)
Pr([X —E[X]| > E[X]] < M7

. 2 . . .
so a small ratio % indicates strong concentration around the true expected

value. The related ratio % is known as coefficient of variation (CV). We use

the notation CV? to denote the coefficient of variation squared, i.e., the ratio
2

%. Figures 2(c) through (i) show our findings for each null model. Specifically,

for each model we plot CV? as a function of the sample size for up to four
motifs, that are shown in the legend of Figure 2(b). As we observe, the number
of required samples is both a function of the model, but also a function of the
motif. This is not counter-intuitive; consider for example motif 13 for the directed
Erdés-Rényi model. Since the C. elegans graph is sparse, the probability of three
nodes forming all possible directed arcs is p® ~ 1.7-10~8. The obtained counts for
motif 13 are mostly 0, with occasional 1s that are responsible for the spikes. Even
when the number of samples is 1000, we do not observe a strong concentration.
Furthermore, we observe that what is a “hard” motif for most of the models (i.e.,
motif 13) is not hard for all; specifically the partial configuration model captures
motif 13 better than motif 10.

As a rule of thumb, we observe that for most motifs a few tenths of samples
are required for all models to obtain concentrated counts around the expectation.
However, for certain motifs a significantly larger number of samples is required,
and thus results reported in the literature that use few tens of samples should
be considered with even greater caution. Finally, we observe that the recent
model prescribed k-core due to Koevering, Benson, and Kleinberg [17] achieves
the smallest values of CV? across all four motifs we consider, even with a small
number of samples required, outperforming even GraphRNNs. Nonetheless, the
quality of the output of the KC model (see Figure 4(g) in the main text) is
questionable as it assigns negative scores to most motifs of order 3.
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(a) Motifs’ legend. (b)-(h) Coefficient of variation squared (CV?) for

various motifs vs. the number of sampled graphs from each null model.
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